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YES YOU ACTUALLY ARE A TARGET
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-~ Have | Been Pwned: Check

<« C @ haveibeenpwned.com r % s O

: Apps Ethical Hacking Mustafa Usefull NMAP PFSense SEIM Solutions E C b en Sec . oy e » Other hookmarks
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[';-—have i been pwned?]

Check if you have an account that has been compromised in a data breach

|emai| address

@ Generate secure, unique passwords for every account | Leam more at 1Password.com

416 9,138,980,630 104,753 123,721,346

pwned websites pwned accounts pastes paste accounts
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ﬁ YES, YOU ACTUALLY ARE A TARGET

= Your PC is valuable more than money.

= Keep in mind that technology alone can’t protect you.

= You are the first line of defense against any cyber attack.
= |f you are connected to the internet, there Is no guarantee.
= No one can use your PC without your permission.

= |f you are connected to the internet | can reach you at any time.



HACKERS NEED JUST A MOUSE CLICK

Access your computer whenever they want
Real all of your emails.

Watch everything you do on the internet.

Steal your password









ID: 133 - Account Alert! (Oct. 2015)

Microsoft account team (outicoo.teeam@outioock.com) Add to contacts 12:15 AM

To: account-security-nonreply@account.microsoft.com ¥

El= Outlook

Dear Outlook user,
You have some blocked incoming mails due to our maintenance problem.

In order to rectify this problem, you are required to follow the below link to verify and use your account normally.

Please click below to unlock your messages, it takes a few seconds.

Verify Your Account http://spapparelsindia.in/Aprons/outlock.com/login.html

We apologize for any inconvenience and appreciate your understanding.

Thanks.
The Microsoft account team™




Someone has your password

Hi John

Someone just used your password to try to sign in to your Google Account
john.podesta @gmail.com.

Details:
Saturday, 19 March, 8:34:30 UTC
IP Address: 134.249.139.239
Location: Ukraine

Google stopped this sign-in attempt. You should change your password
immediately.

CHANGE PASSWORD
https://bit.ly/1PibSUO




3 Bureau Previous | Next | Back to Messages Mark as Unread

CREDIT REPORT
_Forward | Spam | Move... —

Folders

* Your Account Updates: Action Required Thursday, February 14, 2013
ﬁ Inbox (281) From: "account-updates@cc.yahoo-inc.com” <loisknutson@shaw.ca> E'_,.:]
5], Drafts (3) To: undisclosed-recipients
g Sent
[ Spam (308) [Empty]

g Trash [Empty] -YAHOO!'

@@ My Photos
&1 My Attachments

Dear Customer,

Your E-mail account has exceeded its limit and needs to be validated.

Chat & Mobile Text [Show]

2 am [EECTTTRD

Please click here to validate your account.

Settings -

Copyright @ 2012 Yahoo Web Services. All rights reserved. Company Info | Terms of Service | Privacy Policy
My Folders [Aadd - Edj To learn more about how we use your information, sea cur Privacy Policy

yhmayhmayhmayhma.faveec L.com

T -
Message = &P
Frormm: LimkedIn SAccounts
To: Army By Bryvamn; Dennis B; Gary; Jirm C; Geff H; Louise K; Patty; Thor PM; Ted MN; Chris Fj
Subjeck: Account suspended!

M@

Linked [T3).

Tour LimkedInmn accaunt was suspended duese to spam messages. To unlock
wour account open this limk wowvees. nked. ni =

Thank vyou for usimnag LinkedImn!?
The LinkedIn Team




BUSINESS! EVIAILE

CONPROMISE




From: CFOJohn@acmecorp.com
To: Sally@acmecorp.com
Subject: Fwd: Urgent

| need you to initiate a wire transfer in the sum of $195,000 to the account below.

| am boarding a flight, so | can’t talk, but this needs to be done ASAP. Can you please get this
done? Send confirmation of the transaction immediately. Thanks

Regards




From: CEOSusan@acmecorp.com

To: CFOJohn@acmecorp.com
Subject: Urgent

John,

We need to pay XYZCorp today, so we can take advantage of their deep discounts. Please take
care of the outstanding invoice with AP...

Thanks,

Sue
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T:47T PM

Today

| have just shared a document
with you using GoogleDoc
Drive, View shared document
http://ow.ly/gmxf30eWLyN




x

ecure | https//cakrabuanacsbali.com/wp-rxz ex.pt -

e B BE B

Welcome to Google Docs. Upload and Share Your Documents Securely
Sign in with your email address to view or download attachment

Select your email provider

Gmad
Ema
Password
Stay signed n s g

ACLCEeSS yOour documents securely. no matier your location
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ANY TIME YOU SEE A LINK COME IN

PAUSE.

Check your EMOTION.

THINK what is going on.

What will happen after CLICK.

LOOK to the spelling and address bar.



SMISHING




O

Your Apple ID account
has been locked due to
unauthorised login
attempts. Please login
here and verify your
information

bit.ly




£ 8006213558@boa-0... Details

Message
Today "

(Alert:820 Bank of
America) We have
detected unauthorized
transactions. To avoid
suspension confirm your
online info bit.ly/
IWhSHgN




VISHING




MOBILE SECUBINFY







1! Battery SuperCharger

"

Do you want to install this application?

Allow this application to:

v Your location
coarse (network-base ation. 'ine (GPS) location
v Your messages

yd SMS or MMS, receive SMS

v Network communication

nnectior full Internet access

Storage

moaity/delets ! torage contents

Services that cost you money

send SM o

Phone calls

Read p! ne i

System tools

B th ad ratios hange Wi-Fi state, disable
keylock, modify global system settings, prevent

aAhana fronm clea y retrieve running annlicatione

Install Cancel




My apps

Games

Ednors’ Choice

Search

uper-8nght |
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Calculator

Calendar

| X2

Calendar

LR M

AT A

UNINSTALL

Storage

A

Data usage

A
Vi

FORCE STOP

Permissions

Notifications

Open by default

. J : St

App permissions
Calendar

Calendar

Contacts

Location

Phone




All apps

md <  Configure apps

App permissions

App links

Body Sensors
1 of 1 apps allowed

Calendar

Contacts
f 62 apps allowed

Location
17 of 49 apps allowed

Microphone
20 of 29 apps allowed

Phone
41 of 5D apps sllowed
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< About phone € Software updates

Al
Software updates Updgte over-\h Fi gnly

Tell HTC and eror reparting s ey ot oms PR
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Network
Net K na

Phone identity

nbor i

Software information

Legal information
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CHECK NOW




Settings

Q Location

o Security

B Accounts

Storage type

G Google

Trusted credentials

@  Language & input
Install from storage

O Backup & reset
Clear credentials
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ASK YOURSELF THESE QUESTIONS

Does it need to be shared?
Does it need to be shared by me?
Does it need to be shared now?

Is this something you would be comfortable admitting in the

court of law?



Be aware when you put something in social media, you are

putting it in to a public record.

social media is kind of tattoos gone a be with you for a long

time, so make your to be comfortable with them first.

Be careful what you share, do not share personal information.
Be careful with whom you deal.

Be careful there is no item for free, social media is to free too.

They analyze your personality.
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How Protected Do You Feel?



WHAT WE NEED




PROTECTING NOTES 2 é é

Keep all applications up to date.

Use internet security solution, includes botnet protection.

Do not install unknown plug-in from the internet.

Scan removable drive before use / Do not use unknown USB.
Scan computer daily / weekly (test your antivirus - eicar.org).
Do not use any type of cracks (Windows, Application, Anti-

virus, etc.)



PROTECTING NOTES 2 é é

Do not let Mobile WIFI opened.

Do not use untrusted network.

Be careful when using free WIFI (use VPN in public WIFI).
Hide web cam when there is not need to use it.

Do not watch movies from untrusted website.

Do not install untrusted application.

Do not use “remember me” feature.



PROTECTING NOTES 2 é é

Do not open unknown link.

Do not open any suspicious attachment.

Look out to the spelling of official organization.

Delete unknown / spam / junk emails.

Enable internal firewall.

Never download and install unknown free software from the

internet.



PROTECTING NOTES 2 é é

Use complex password, and avoid personal information.
Change password.

Install Antivirus on critical devices.

Update OS and applications automatically.

Ask IT Specialists.

Do not use others PCs.

Enable MFA for critical accounts.



PROTECTING NOTES 2 é é

Backup important files.

Check programs that have been installed on your PC.
Delete cookies and cache.

Check browsing history.

Check anti virus updates.

Encrypt critical and sensitive files.

Do not charge personal phone on others PC.



PROTECTING NOTES 2 é é

Make sure of using HTTPS when typing credentials on website.
Only download from HTTPS pages.

Do not send password via email or SMS.

Do not type critical notes on desk, use shredder machine.

Do not leave computer open, log off.

Damage hard drive which contains confidential and sensitive

information, when no longer need to keep.



PROTECTING NOTES 2 é é

Enable Google safe browse.

When browsing internet and social media never click on links
and attachments from untrusted sources.

do not reply directly to phishing emaill, it sense a signal that
your email is active.

= Read End User License Agreements for any application you

want to use (data leakage, open ports, etc.).






HOW CAN | KNOW

72

Anti-virus has detect a virus and it was unable to remove or

quarantine the infected files.

Browser takes you where you do not want to go.

Browser’'s homepage changing frequently.

There are new accounts on your computer or mobile which you

did not create.



HOW CAN | KNOW

72

There are new programs are running which you did not install.

There are icons for unknown applications on your computer or
mobile.

An application is crashed frequently.

An application has request your authorization to make
changes to your system, and you did not update or upgrade

this application.



HOW CAN | KNOW

72

Your password is no longer works, and you know that the

password is correct.
Friends or clients are asking you about emails you never sent.
Your computer or mobile is very slowly.

There are fake or unusual authentication alerts.



References

= https://haveibeenpwned.com/passwords
= https://haveibeenpwned.com/OptOut

= https.//haveibeenpwned.com

Browser Plugins:

= AdBlock

= HTTPS Everywhere

= Windows Defender Browser Protection

= No script



THANK YOU'!

Abdullah Al Zmaili

Email: a.zmaili@zmaili.me

Mobile: 0785698163




