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» Firewall Appliances (NGF)
= [PS/IDS
=» AntiSpam

= Ant1Virus
= Web Filtering
®» Sccure transmission of Data (SSL, HTTPS...)
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2014 “Worst Passwords”

» ]| 123456 (Unchanged from 2013) = 13 lefmein (Up 1)

» 2 password (Unchanged) » 14 abcl123 (Down 9)
= 3 12345 (Up 17) » 15 111111 (Down 8)
= 5 qwerfy (Down 1) » |7 access (New)

! ; 15215(3782(; chenged) » 18 shadow (Unchanged)
e P

= 8 baseball (New) = 17 MO

» 9 dragon (New] » 720 michael (New)
» 10 football (New) = 21 superman (New)
= 11 1234567 (Down 4) » 22 696969 (New)

= |2 monkey (Up ) » 23 123123 (Down 12)
» |3 |etmein (Up 1) » 24 batman (New)

» 25 trustnol (Down 1)
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Malware

= Viruses

®» Worms: not attached to files, affect
network

® Trojans: misrepresents itself to
appear useful, do not attempt to
inject themselves into other files or
otherwise propagate themselves

®» Spyware: tracking and storing
Internet users' movements on the
Web and serving up pop-up ads to
Internet users

®» Adware

» Delete /Encrypt files
®» Send emails

®» [nstall backdoors( become
part of Zombie network)

» Slower performance

® Denial of Service

» Targeted attacks

= Annoying popups and Ads
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E-mail Safe Browsing Habits

® Don’t open e-mails from people you don’t know.
® Don’t open e-mail attachments from people you don’t know.

®» Beware of e-mail attachments from people you do know, but seem
out character for them, ask for verification.

®» [f opening e-mails from people you don’t know, which 1s a
necessary at times, consider using a virtual machine to open e-mails.

® Don’t pass on “chain letters” or forwards, at least not messages that
have no informative value.



Social Networking Safe Browsing Habits

®» Be careful who you add as a friend to your social
networking contacts.

» Keep a close eye on what applications you add, as they
may include spyware and grayware, 1.€., games

= Watch out for strange messages from your friends/family
which are full of spelling and grammar error, which
contain links to external page




Phishing 1Q Test

»Nhitp://www.sonicwall.com/phishing/



http://www.sonicwall.com/phishing/
http://www.sonicwall.com/phishing/
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Year 2015 1n figures

According to Kaspersky Lab, in 2015
The proportion of spam in email flows was 55.28 %, which is 11.48 percentage
points lower than in 2014.
79% of spam emails were no more than 2 KB in size.
15.2% of spam was sent from the US.
146,692,256 instances that triggered the ‘Antiphishing’ system were recorded.

Russia suffered the highest number of phishing attacks, with 17.8% of the
global total.

Japan (21.68 %) took the lead in the ranking of unique users attacked by
phishers.

34.33% of phishing attacks targeted online financial organizations (banks,
payment systems and online stores).



You Tube Videos

= How To Make An Auto Hacking USB Drive

» hiips://www.youtube.com/watch?v=IFlgddj
» hitps://www.youtube.com/watch?v=9TRR OPpw

= email phishing

#lHviQc#action=share = Password Cracking 101
hitps://youtu.be/E-L8Rrvé6 A8w » hitps://www.youtube.com/watch?v=97CdJ
FyAvis
= Sirong Passwords .
= Safe on your mobile

= https://youtu.be/aEmF3lylvr4 » https://www.youtube.com/watch?v=gOTRB
» htps://www.youtube.com/waich?v=VYzg Gs/084

uTdOmmuU » https://securelist.com/analysis/kaspersky-

security-bulletin/73591/kaspersky-security-
bulletin-spam-and-phishing-in-2015/
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